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Easy.  Scalable.  Quality.



Garland Technology 
Providing the Visibility Foundation

Network Administrators and SecOps team need to 
ensure that the data being fed into their analytic and 
security tools is complete and accurate.

Garland Technology specializes in providing the products 
needed to deliver every “bit, byte & packet” to the monitoring 
and security tools, on-prem or in the cloud.
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Telcos  •  Government  •  Healthcare  •  Defense  •  Manufacturing  •  Financial  •  Retail  •  
Energy  •  Entertainment  •  Technology  • Pharmaceuticals  •  Education  •  Transportation  •  

Gaming  •  Any enterprise IT network

New York   |   Texas   |   UK   |   Poland   |   Australia

3,000 customers and over 
100 partners globally

Garland Technology is global

Garland office

Deployed
in every vertical
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It starts with the packet

● Optimize your security and 

monitoring tools

● Maximize and enhance your 

existing infrastructure

● Easily upgrade existing 

speeds, save on new tools

● Easy migration to Private 

and Public Cloud

● Complete Visibility Truth, 

passing all live wire data  

● Guaranteed 100% Uptime

for active, inline security tools

● Ensure No Packets Loss, 

for out-of-band tools

● Flexible Cloud Packet 

access
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Your 360°

Network Visibility Fabric
Starts with Garland Technology

Purpose-built Packet Brokers
• Aggregation layer supports filtering, 

aggregation, and load balancing

• Advanced features support deduplication, 

packet slicing, time stamping and more

Cloud
• Private

• Public

Physical Layer TAPs
• 100% visibility for out-of-band 

monitoring tools

• Continued development [First to 

release OM5, customized solutions]

Inline Edge Security
• Reduce the risk of downtime

• Adds resiliency and peace of mind

• Innovative Inline hybrid packet 

broker
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Scalable visibility fabric for your architecture
Eliminate network and security blind spots, while adding resiliency and high performance 
for both inline and out-of-band environments
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Scalable visibility fabric for your architecture
Eliminate network and security blind spots, while adding resiliency and high performance 
for both inline and out-of-band environments

Out-of-Band / Passive Inline / Active
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Technology Partnerships
Our TAP to ToolTM philosophy empowers the solution by architecting to the tool
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Visibility for Specialized and Extreme Environments
From Extreme Temperatures, to Secure Rugged Connections

● Rugged metal construction

● Environmental durability: withstand exposure to corrosive, 

high-heat, and high-pressure weather environments.

• TAPs Engineered for extreme temperature variations 

-40C to +85C / -40F to +185F

● Designed to specific requirements to address 

electromagnetic interference (EMI).

● Secure connections and power connectors

• Mighty Mouse connectors

• Power Lock connectors
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Two Ways to Mirror Traffic

TAP SPAN 
● Does not drop packets, 

regardless of bandwidth

● Plug & Play, set-up once 

and never touch again

● Does not alter the time 

relationships of frames

● Does not impact the live 

network while monitoring

● Packets are dropped when 

ports are oversubscribed

● Easily misconfigured or 

turned off

● Can change the timing of 

the frame interactions

● Degrades performance of 

live network
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Solutions that work
Access and Visibility
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ICS Visibility Architecture
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ICS Security 

Solutions Provide:

● Real-time Threat Detection

● Asset discovery and management 

of devices and firmwares

● Ensure Compliance Standards

● Operational visibility and risk 

reduction
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Security Solutions Need Visibility
You cannot secure, what you cannot see

● Security solutions are 

only as good as the data 

they analyze

● Blindspots hide threats 

and anomalies
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● Relying on legacy switch SPAN ports for visibility, 

that aren’t secure, reliable or available

● Face different media or speed connections

● Network sprawl with a need to reduce network 

complexity and optimize traffic

● Require unidirectional connectivity

● Need an air gapped solution for virtual 

environments

ICS Visibility Challenges
Within OT environments
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Garland Technology solves 

these challenges

• Providing ICS Security tools 100% 

packet visibility

• Accommodate media and speed 

conversion

• Streamline network complexity 

through traffic aggregation

• Ensuring unidirectional connectivity 

with Data Diode TAPs

• Air-gap virtual traffic mirroring vTAP



Network TAPs

● 100% Full duplex copy of network traffic 

● Scalable and can either provide a single copy, 

multiple copies (regeneration), or consolidate 

traffic (aggregation) to maximize the production 

of your monitoring tools.

● Does not affect the network / Passive or failsafe

● Rugged and reliable, DIN rail, DC power 

converters

● Easy, plug and play

Provide ICS Security tools 100% packet visibility

Eliminate Blind Spots and Improve Tool Performance
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SCADAfence
Continuous Monitoring for Industrial Environments
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OT Environment Use Case
Utilities: Power, Water, and Wastewater Redundant Network Visibility Fabric
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OT Environment Use Case
Utilities: Power, Water, and Wastewater Visibility Fabric
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OT Environment Use Case
Oil & Gas Purdue Model Visibility Fabric
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OT Environment Use Case
Oil & Gas Visibility Fabric
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OT Environment Use Case
Manufacturing and Pharmaceuticals Visibility Fabric
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OT Environment Use Case
Manufacturing and Pharmaceuticals Visibility Fabric
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● Captures Virtual SCADA packets

● TAP physical interface data

● Aggregates both physical and virtual data

● Transports Substation data to main data centers

● Full substation data visibility 

● SW updates to firewalls causes network downtime

● Loss of substation data visibility

● Bypass TAP maintains network availability

● Improved visibility during security updates 

OT Environment Use Case
Substation SCADA Virtualization and Firewall Optimization
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IT Visibility Architecture
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Security/Monitoring Fabric
Providing Visibility to ensure Performance & Security
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Security/Monitoring Fabric
Providing Visibility to ensure Performance & Security
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Use Case: TAP 8 links in different locations and aggregate down to one monitoring port. 
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Medium sites
TAP + Aggregation 1-100G Monitoring

SelectTAP FMC with Optical TAP ModulesM1G1 with Copper Breakout Modules

PacketMAX 

AF1G40AC

24x 10/100/1000 RJ45 ports

16x 1G/10G SFP+ ports

TAP many links
• 1/10/25/40/100G Fiber TAP
• 10/100/1000M Copper TAP

Benefits
• Aggregate many links
• Advanced features
• Minimal Tool ports
• Reduce complexity
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Large sites
TAP + Aggregation 1-100G
Monitoring

10G links
• Aggregate many TAP links
• Aggregate many SPAN links

Benefits
• 100% wire data visibility
• Advanced aggregation and 
load balancing
• Deduplication
• Load balance 25G links to 
Tool
• Media Conversion
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Multi-location Intrusion Detection Solution
Providing Visibility and Reducing Network Complexity

An example solution with a single IDS monitoring 
multiple locations

Solution: A combination of Network TAPs and 

PacketMAX packet brokers deployed throughout 

the network, feeding back to a central location. 

● Reduce costs, complexity and administrative 

overhead

● Enable infrastructure upgrades

● Improve effectiveness of tool performance
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Use Case: TAP and SPAN many links in various locations and GRE Tunnel back to a central location. 
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Infrastructure Protection
Providing added Visibility for Airgapped Unidirectional Pathways

Secure out-of-band analysis

Solution: Data Diode TAPs:

● Disallows bidirectional traffic to protect against 

back flow of traffic into the network

● Secure — TAPs do not have a IP address, or 

MAC address and cannot be hacked.

● Protects additional source of data streams like 

switch SPAN ports and network links

● Network traffic control is enforced at the 

physical level
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Connecting Inline Security Devices
IT Security Solutions Use Case

Challenge: Managing the risk of downtime is a critical 

consideration when deploying security tools.

● Device failures can bring down the network

Solution: Bypass TAP “inline lifecycle management”

● Easily take tools out-of-band for updates, installing patches, 

maintenance, or troubleshooting 

● Simplify tool piloting and deployment 

● Administrative isolation

○ No maintenance windows

○ Reduced network impact and downtime

● Deploying new technologies into the network

● Scheduling off hour planned downtime
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Optimizing Inline Tool Performance
IT Security Solutions Use Case

Challenge: How to troubleshoot inline tools (IPS, 

firewalls etc) are configured and optimized properly. 

Solution: Before and After Optimization & Validation

allows you to provide visibility to out-of-band packet 

capture, storage and analysis tools

● Analyze packet data before and after your inline 

device to ensure optimal tool performance to 

validate any updates or troubleshoot why threats 

weren’t blocked

● Enable real-time proof-of-concept evaluations 

without impacting the network

● Validate tool changes or updates are configured 

properly
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